Anthem, Inc. e :
120 Monument Circle . JERRIBGE <1 8 ) U I
Indianapolis, IN 46204

July 6, 2015

Office of the Attorney General
1305 E. Walnut Street
Des Moines, 1A 50319

Dear Attorney General Miller,

Anthem.

By this letter, Anthem, Inc. (“Anthem”) is supplementing the notice provided to you on February 6, 2015,
regarding the widely-reported cyber attack perpetrated against the company with the attached list of entities
on whose behalf Anthem is providing notice pursuant to lowa Code §715C et. seq. As you know, your state
breach law requires notice to your office where 500 or more lowa residents have “personal information,” as

defined by your state law, affected in a breach.

If you have any questions, please do not hesitate to contact me.

Sincerely,
/'7/75"? & 770 %
Molly McC /

Associate General Counsel
(303) 831-2801
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Anthem.

Anthem is submitting these materials as part of its data breach notification obligations under
state breach law. These materials contain confidential, proprietary and/or trade secret
information of Anthem Inc. and/or its affiliated entities (hereinafter collectively “the
Company”) and its customers. The public use or disclosure of this information would cause
harm including competitive harm to the Company. This information is exempt from public
disclosure pursuant to any Freedom of Information Act (FOIA) contained in state statute or
regulation. Accordingly, these materials must not be released in response to a freedom of
information request or under any other circumstances. Should Regulator determine that any
portion of these materials is not exempt from disclosure, the Company requests that Regulator
provide two weeks’ notice of such determination so that the Company may take the
appropriate steps, including obtaining an appropriate protective order or other relief from a
court of competent jurisdiction, to protect the information from disclosure. The Company

expressly reserves any applicable privileges or immunities to which it is entitled under
applicable law.

Inclusion of an employer and/or plan name in the attached list does not constitute an
acknowledgement by such employer or plan that your state law requires notification or that the
employer or plan waives any preemption of state law that may apply under the Employee
Retirement Income Security Act of 1974, as amended, or other applicable federal law. Anthem
included certain employers and/or plans in the list that may not be required to report given the

scope of the breach out of an abundance of caution and in the interest of prompt notification
to affected individuals.

The information provided in this report was collected as part of an ongoing investigation and is
accurate to the best of our knowledge. Information in this report may change as the
investigation continues.



FOIA Exempt - Confidential, Proprietary and Trade Secret Information

Data Owner Name

Count of Impacted lowa
Residents by Data Owner

AGRIUM US INC - 174097 668
ALLIANT ENERGY-NEW 6,076
ALLY FINANCIAL 1,466
AMERICOLD LOGISTICS 536
Anthem, Inc. Affiliated Covered Entities 22,999
APAC CUSTOMER SERVICES, INC 512
ASSA ABLOY 1,935
BANK OF THE WEST 840
BERRY PLASTICS CORPORATION 505
CARGILL, INCORPORATED 1,649
CASE NEW HOLLAND CNH 1,342
CITI 1,074
COCA-COLA REFRESHMENTS 557
CUMMINS INC 772
CVS Active 4,253

EATON CORPORATION 3,666
EXIDE TECHNOLOGIES 943
FEDEX CORPORATION 2,128
GANNETT COMPANY 963
GATEWAY COMPUTER 672
GEMNERAL ELECTRIC - 003324480 1,189
HCR MANOR CARE 568
HEWLETT-PACKARD COMPANY 649
1AC GROUP 721
IBM 1,765
lowa Bankers Insurance and Services, Inc. 657

ISLE OF CAPRI CASINOS INC 1,031
KOCH INDUSTRIES INC 955
MAGNA INTERNATIONAL OF AMERICA, INC. 1,936
MARSH AND MCLENNAN CO INC 1,757
MCGLADREY 1,026
MEDIACOM COMMUNICATIONS 3,603
NATIONWIDE INSURANCE CO 685
NECA IBEW FAMILY MEDICAL CARE 594
OLDCASTLE INCORPORATED 997
PEARSON INC 2,830
PEPSICO 3,100
QUADGRAPHICS 969
Rockwell Collins, Inc. 596

SEARS HOLDING CORP 1,563
SIEMENS CORPORATION 1,762
SODEXO INC 599
State of lowa 1,400

TEREX CORPORATION 796
THE HOME DEPOT 510
TRANSAMERICA 5,100
UNITED NATURAL FOODS INC 568
UNITED TECHNOLOGIES CORP 633
Univerity of lowa 872

VERIZON 2,860
Wellmark Blue Cross and Blue Shield 17,787
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